O
HOB NEWS ALERT

At Heritage Oaks Bank and Hacienda Bank, we are dedicated to protecting you and your financial future-
this includes protection against FRAUD. Because awareness is the best protection, we have issued this
HOB News Alert to update you on a variety of current scams.

Internet & Email Fraud

“Phishing”: Don’t get reeled in!

E“Phishing” (pronounced fishing) is the fastest growing scam developed to lure in people’s financial information.
Phishing is a high-tech scam that uses spam to deceive consumers into disclosing their credit card numbers, bank
account information, Social Security numbers, passwords, and other sensitive information. The emails pretend to
be from businesses the potential victim deals with, for example, their internet service provider, online payment
service, or bank. The fraudsters tell recipients that they need to “update” or “validate” billing or credit information
to keep their accounts active. The victim is directed to a “look-alike” website of the legitimate business further
tricking them into thinking they are responding to a bona fide request. Unknowingly, victims enter their financial
information— not to the business— but the scammer, who uses it to order goods and services and to obtain credit.

EThe FDIC “Phishing” Scam: A prime example of “phishing” involves fraudsters using the FDIC as “bait”. Through
spam emails, consumers are warned that their bank account’s FDIC insurance will be cancelled unless they pro-
vide their Social Security number, bank account number, or other confidential information. Like all phishing
scams, victims are tricked into providing financial information to what seem like legitimate requests. Heritage
Oaks Bank would never “cancel” FDIC insurance for any client nor would the FDIC ever send such an email

“Effortless Income”

E As the saying goes, if it sounds too good to be true, it probably is. This scam involves the use of fraudulent checks
and lures in potenetial victims, via Internet contact, with the opportunity to make a quick buck. At one time
cashier’s checks were the most common tool in this scam, but as quickly as fraud warnings are issued, fraudsters
refine the scam. Currently, business checks and checks drawn on foreign banks are a scammer’s check of choice.

In each case, the fraudster claims that they are having difficulty negotiating or cashing a check. The victim agrees
to “help out” and is mailed the check and asked to process it at their bank. The seemingly generous fraudster
allows the victim to keep for themselves a hefty portion, often amounting to thousands of dollars. Per instructions
from the fraudster, the victim then wire transfers or mails the remaining portion back to the fraudster. The catch-
the check is always returned as stolen, forged, written on a closed account, and so on. However, by this time the

fraudster has already received the victim’s funds and the victim is left to foot the bill.

Turn over for the latest on Mail and Telephone FRAUD_

Heritage Oaks Bank & Hacienda Bank will NEVER randomly contact you to request your

Social Security number, bank account number, or any other personal financial information.
If you feel you have been the victim of fraud, please contact any bank Financial Service Representative
for assistance. You can also contact the Federal Trade Commission to file a complaint or
get free information on consumer issues at 1-877-FTC-HELP or www.ftc.gov.

Member

e FDIC




Summer 2004
Volume 1

HOBNEWSALERT confinued

Telephone Fraud

Although most sales pitches are made by legitimate businesses selling genuine products and services, many
sales calls are fraudulent. Always be skeptical when listening to a phone solicitation made by a telemarketer.

Tip-Offs to Telephone Rip-Offs Defensive Moves
Phases like these are often used by fraudulent It’s a good idea to keep the following tips in mind when
telemarketers: listening to a phone solicitation:
@“You’ve been specially selected to hear this @Don’t be pressured to make an immediate decision
offer.” @Don’t give your credit card, checking account, or
@“You’ll get a wonderful free bonus if you buy Social Security number to unknown callers
our product.” @Don’t buy something merely because you’ll get a
®“You’ve won big money in a foreign lottery.” “free gift”.
®“You have to make up your mind right away.”  @Be cautious of statements that you’ve won a prize—
&“You’ve won one of five valuable prizes.” particularly if the caller says you must send money to
claim it.
Mail Fraud

Catch a bandit in your mailbox!

Toss any mail that fits these descriptions:

D<An offer for a “free”, “prepaid”, or “special” magazine subscription. It will end up costing you years of
monthly payments for magazines you don’t want and could get elsewhere for less.

D<A check that, if cashed, automatically signs you up to be billed for products and services you may not want
or need, such as Internet access or membership in a web directory.

D<An “advance fee” loan or credit card offer that guarantees credit with no check on your financial history.
A legitimate creditor would never make promises like this and you'll pay assorted fees totaling hundreds of
dollars.

DA solicitation for a foreign lottery or a secret system to make sure you win. It’s illegal to buy cross-border
lottery tickets by mail or phone. What’s more, why would a stranger share a secret with you, especially by
mail? Even worse, these bandits sell lists of names of people who have been conned before because the
chances are they’ll take the bait again.

Heritage Oaks Bank & Hacienda Bank will NEVER randomly contact you to request your

Social Security number, bank account number, or any other personal financial information.
If you feel you have been the victim of fraud, please contact any bank Financial Service Representative
for assistance. You can also contact the Federal Trade Commission to file a complaint or
get free information on consumer issues at 1-877-FTC-HELP or www.ftc.gov.



