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HOB NEWS ALERT

At Heritage Oaks Bank and Hacienda Bank, we are dedicated to protecting you and your financial future-
this includes protection against FRAUD. Because awareness is the best protection, we have issued this
HOB News Alert to update you on a variety of current scams.

Identity Theft

Identity theft is the stealing of a person's financial information, such as credit cards and Social
Security number, with the intention of using that data to commit fraud and create a phony persona.
These crimes can range from unauthorized persons taking funds out of victim’s bank or financial
accounts to criminals taking over the victims identity all together, running up vast debts and
committing crimes while using the victim’s name. According to the Federal Trade Commission,
identity theft crime is growing at an alarming rate, with an estimated 9.9 million victims in 2002.
Undoing the awful violations committed by identity thieves is often time consuming and complicated.

Read the tips bellow to reduce your chances of being a victim!

Tips for Protecting your ldentity

1. Be watchful of people standing close enough to see your PIN numbers when using ATMs and phone booths.

2. Keep track of your credit card receipts by putting charge slips in a safe spot until your credit card bill arrives. Always
take credit card receipts with you. Never toss them in a public trash container. When shopping, put receipts in
your wallet rather than in the shopping bag.

3. Shred everything that has your personal financial information on it. This includes credit card receipts (after you have
reconciled your bill), old bank statements, medical statements, everyday bills, and pre-approved credit card
offers.

4. Write clearly on all credit applications. Consistently and completely fill in all credit and loan applications using your
full name, first, middle and last. Every bill that comes to your house should be addressed
exactly the same.

5. Monitor your credit accounts carefully. This way you will know if a bill is missing or if unauthorized purchases have
been made. It is not enough to cut up unused credit cars. Close out unused credit cards.

Turn over for more ways to protect yourself from IDENTITY THEFT
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Heritage Oaks Bank & Hacienda Bank will NEVER randomly contact you to request your

Social Security number, bank account number, or any other personal financial information.
If you feel you have been the victim of fraud, please contact any bank Financial Service Representative
for assistance. You can also contact the Federal Trade Commission to file a complaint or
get free information on consumer issues at 1-877-FTC-HELP or www.ftc.gov.
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Tips for Protecting your ldentity

6. Limit the number of credit cards you carry. It is easier track a smaller amount of cards.

7. Obtain a credit report at least once a year and clean up any errors. Look for personal information and credit accounts
that are not yours.

8. Drop paid bills off at the post office. Never leave them in you mailbox for the mail carrier to pick up.

9. Update your creditors immediately of address changes. If you are moving, you don’t want credit information and new
credit cards being delivered to the wrong address.

10. Guard your Social Security number. Don’t give your Social Security number unless it is absolutely necessary and
avoid using it as your account number whenever possible. Avoid writing or printing it on your checks.

11. Never carry your Social Security number and driver license together in your wallet.

12. Don't provide your Social Security number, bank account number or credit card number to anyone who contacts you
through telephone solicitation.

13. Look for the Trust-e symbol or a Better Business Bureau online seal when shopping with an online merchant for the
first time. These indicate the seller has been independently audited and deemed trustworthy.

14. Make sure any online credit card charges are handled through a secure site or in an encrypted mode. You'll know
you're on a secure site if the Web page on which you conduct your transaction begins with https instead of the
usual http.

15. Shop only on Web sites that offer a privacy policy, so you know how your personal information will be handled.
Print out privacy policies, warranties, price guarantees and other important information.

16. Keep a list or photocopy of all your credit cards, bank accounts, and investments. Include the account numbers,
expiration dates and telephone numbers of the customer service and fraud departments. Keep this information in
a secure place (not your wallet) and you can quickly contact these companies in case your credit cards have been
stolen or accounts are being used fraudulently.

17. Install a firewall on your home computer to prevent hacker from obtaining personal identifying and financial data
from your hard drive. Also, install and update virus protection software to prevent worms or viruses from
causing your computer to send out files or other stored information.

Heritage Oaks Bank & Hacienda Bank will NEVER randomly contact you to request your

Social Security number, bank account number, or any other personal financial information.
If you feel you have been the victim of fraud, please contact any bank Financial Service Representative
for assistance. You can also contact the Federal Trade Commission to file a complaint or
get free information on consumer issues at 1-877-FTC-HELP or www.ftc.gov.

The tips above were taken from www.bankrate.com and www.privacyrights.org/identity.htm



